


















Password Policy 
 
 
The District will be implementing the following password policy based upon 
accepted industry standards.  The adoption of a district password policy will 
ensure the security and integrity of district information and technology resources. 
 
Enforce password history:   
 
Establishes the number of unique new passwords a user must use before an old 
password can be reused. The value of this setting will be set this value to 10 
passwords. 
 
Maximum password age: 
 
Establishes how many days a password can be used before the user is required 
to change it.  Setting this too low can cause a frustration for district technology 
users; setting it too high gives potential attackers more time to determine 
passwords. This will be set to a maximum of 90 days. 
  
Minimum password length: 
 
Establishes how short passwords can be.  This will be set to a minimum of 8 
characters. 
  
Passwords must meet complexity requirements: 
 
Ensures password complexity is enforced. User passwords meet the following 
requirements: 
 

• The password is at least eight characters long 
• The password contains characters from the following: 

o English uppercase characters (A — Z) 
o English lowercase characters (a — z) 
o Base 10 digits (0 — 9) 
o Non-alphanumeric (For example: !, $, #, or %) 

• The password does not contain three or more characters from the user's 
account name 

 
Password Standard Practices: 
 
Passwords should be kept confidential and must not be something that can be 
easily identified with the user. 



 
When choosing a Password: 

• Don’t use passwords that are based on personal information that can be 
easily accessed or guessed 

• Don’t use words that can be found in any dictionary of any language 
• Develop a mnemonic for remembering complex passwords 
• Use both lowercase and capital letters 
• Use a combination of letters, numbers and special characters 
• Use different passwords on different systems 

 
In protecting your password: 

• Avoid writing it down and leaving it in your desk, next to your computer, or, 
worse taped to your computer 

• Don’t tell anyone your password(s) and watch for attackers trying to trick 
you through phone calls or email messages requesting that you reveal 
your passwords. 
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SOUTH ORANGETOWN CENTRAL SCHOOL DISTRICT 
 

Account Termination Request Form 
 
Please complete the form to request the termination of a former employee’s access to 
network based resources.  It is the responsibility of the employee’s supervisor to inform 
the Technology Department in advance of any involuntary termination so appropriate 
arrangements may be made for the transfer of files and the timely closing of the account 
of the employee to be terminated. 
 
____________________________________ _____________________________ 
LAST NAME       FIRST NAME 
 
Building Assignment(s) _______________________________________________ 
 
Position or Department _______________________________________________ 
 
Date of Termination  _______________________________________________ 
 
 
Please indicate the application(s) the employee had access to: 
 
� PowerSchool  � Finance Manager  � IEP Direct   
 
� eMail   � Welligent   � VPN Access 
 

Please indicate the district owned equipment provided to the employee: 
 

� Desktop � Laptop � Printer � PDA  � Cell Phone 
 
NOTE ADDITIONAL CONSIDERATIONS: 

 
______________________________________________________________________ 
 
______________________________________________________________________ 
 
______________________________________________________________________ 
 
 
______________________________________  _______________________ 
Employee Supervisor SIGNATURE   DATE 
 
______________________________________  _______________________ 
Director of Human Resources SIGNATURE  DATE 
 
 
Please return this form to:   For Technology Department use only: 
 
George Brady     Date received:  _________________ 
Director of Technology   Date processed: _________________ 
Technology Dept – TZHS   Completed by:  _________________ 



 

POLICY 6190 

OVERTIME PAY 

 

 

 
 
Employees who are subject to the wage and hours provisions of the Fair Labor 
Standards Act (non-exempt employees only) shall be paid overtime for approved work 
beyond forty (40) hours per week.  The District’s Human Resource Administrator in 
consultation with the School District Attorneys shall develop a regulation which shall 
include a list of exempt District employees.  This list contained in this Regulation shall 
be reviewed annually and revised as appropriate. Weekly leave time taken by an 
employee, including breaks, personal leave, sick leave, bereavement leave and 
vacation time shall be excluded when calculating the forty hours.  Overtime pay earned 
by an eligible employee shall be at a rate of one and one half (1½ ) times the 
employee’s regular hourly rate of pay.   
 
Personnel who are entitled to overtime pay pursuant to the terms of a Board authorized 
contract, collectively negotiated agreement or Board of Education policy shall receive 
such benefits in accordance with the provisions of such contract, agreement or policy. 
 
An employee’s immediate supervisor shall have the authority to allow an employees up 
to 15 hours of overtime pay weekly, provided that the same has been budgeted for. 
Beyond that limit, any overtime work (hours beyond forty (40) in one week) shall be 
approved in writing in advance by the Superintendent or his designee prior to the work 
being performed. 
 
 
 
 
 
 
 
Date of Adoption:  February 27, 2008 
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SOUTH ORANGETOWN CENTRAL SCHOOL DISTRICT 
 

 
OVERTIME CSEA – FORM #1: 

I. Step 1 - Assignment and Approval: 

OVERTIME  
 

All overtime must be pre-approved in accordance with District Policy #6190, 
provided that the same has been budgeted for.  The Administrator must approve 
the overtime in advanced of it being worked.  If the overtime is greater than 15 
hours in one week then the Superintendent or Designee has to approve.   

 
This form should be used by members of the CSEA (Custodial and Maintenance positions).  
 

 
The Administrator who is assigning overtime must complete the form electronically as follows in 
advance of the work being performed: 

 
• Name of Employee:  Last, First 
• Regular Hours:  Shift hours normally worked  
• Position:  Custodial Worker, Custodian I, Maintenance Mechanic I, etc. 
• Building:  Location where overtime worked.   TZHS, SOMS, CLE, TZE, WOS, etc. 
• Payroll Date:  Completed by the payroll department 
• Overtime Date:  Date in which overtime was performed 
• Work Description:  Specific job duty and location where duty was worked.  Each duty must be 

on a separate line.  If worked out of normal hours, it must be clearly noted. 
o Night Differential 
o Building checks 
o Facility Use by outside organizations 
o Facility Use by Athletic Department 
o Overtime required for capital construction 

• Start Time:  Time beginning overtime work 
• End Time:  Time ending overtime work 
• Signature of administrator and Superintendent (if applicable) 

 
II. Step 2 – Preapproval submitted to Payroll Department: 

 
The original signed form showing the assignment and approval of the work to be performed is sent 
to the Payroll Department the Friday before the overtime is worked.  IF THIS IS NOT RECEIVED IN 
ADVANCE OF THE WORK BEING PREFORMED THE EMPLOYEE WILL NOT BE PROCESSED.   The only 
exception is an unanticipated emergency that must be validated by Administration. 
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III. Step 3 – Assignment to Employee: 
 

The copy of the form is given to the employee assigned to perform the work. 
 

IV. Step 4 – Certification of time worked by Employee and Administrator: 
 

• Upon completion of the assigned work the employee signs the form and submits to 
Administrator for their confirmation that the work was performed. 

 
• If there is an unanticipated emergency the employee should inform the Administrator 

immediately that they need to work and then reflect the work on the time sheet for 
certification. 

 
• All certified timesheets must be submitted with evidence that the work was performed, i.e. 

building check calendar, facility use permit including athletics and work orders.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 



 
 

3 
 

 
 
 
 



 
 

1 
 

 
SOUTH ORANGETOWN CENTRAL SCHOOL DISTRICT 

OVERTIME – FORM #2: 
 
 

I. Step 1 - Assignment and Approval: 

OVERTIME  
 

All overtime must be pre-approved in accordance with District Policy #6190, 
provided that the same has been budgeted for.  The Administrator must approve 
the overtime in advanced of it being worked.  If the overtime is greater than 15 
hours in one week then the Superintendent or Designee has to approve.   

This form should be used by all contract employees (except CSEA) working beyond their normal day, in 
accordance with the appropriate bargaining unit contract and Board approval.  
 

 
The Administrator who is assigning overtime must complete the form electronically as follows in 
advance of the work being performed: 

 
• Name of Employee:  Last, First 
• Regular Hours:  Hours normally worked  
• Position:  Clerical, Teacher Assistant, Aide, etc. 
• Building:  Location where overtime worked.   TZHS, SOMS, CLE, TZE, WOS, etc. 
• Payroll Date:  Completed by the payroll department 
• Overtime Date:  Date in which overtime was performed 
• Work Description:  Specific job duty and location where duty was worked.  Each duty must be 

on a separate line.  If worked out of normal hours, it must be clearly noted. 
• Start Time:  Time beginning overtime work 
• End Time:  Time ending overtime work 
• Signature of administrator and Superintendent (if applicable) 

 
II. Step 2 – Preapproval submitted to Payroll Department: 

 
The original signed form showing the assignment and approval of the work to be performed is sent 
to the Payroll Department the Friday before the overtime is worked.  IF THIS IS NOT RECEIVED IN 
ADVANCE OF THE WORK BEING PREFORMED THE EMPLOYEE WILL NOT BE PROCESSED. 

III. Step 3 – Assignment to Employee: 

   
 

 
The copy of the form is given to the employee assigned to perform the work. 
 

IV. Step 4 – Certification of time worked by Employee and Administrator: 
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• Upon completion of the assigned work the employee signs the form and submits to 

Administrator for their confirmation that the work was performed. 
 

• All certified timesheets must be submitted with evidence that the work was performed. 
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