Internet Safety

How To Keep Your Children Safe
As They Use The Web
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If the World Wide Web were a person, it would be in its
second year of college.

If Google were a person, it would be in the 6t grade.
If Facebook were a person, it would be in Kindergarten.

In the year 1992, when Bill Clinton was running for
President, there were 50 websites on the planet Earth and
the founder of Google had just graduated High School.

Today there are over 200 million active websites with over
25 billion pages. The founder of Google is the 11% richest
person in the world and the founder of Facebook is about to
celebrate his 26t birthday.

In June of 2006, the verb to google — meaning to search the
web - was officially added to the Oxford Dictionary.
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One in five U.S. teenagers who regularly log on to the Internet say they have
received an unwanted sexual solicitation via the Web. Solicitations were defined
as requests to engage in sexual activities or sexual talk, or to give personal sexual
information.

- Crimes Against Children Research Center

25% of children have been exposed to unwanted pornographic material online.
- Crimes Against Children Research Center

Only 1/3 of households with Internet access are actively protecting their children
with filtering or blocking software.
- Center for Missing and Exploited Children

75% of children are willing to share personal information online about
themselves and their family in exchange for goods and services.
- eMarketer

http://www.sentrypc.com/statistics.htm
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h 'ne Dark Side of the Worid wiade web.

Only approximately 25% of children who encountered a sexual approach or
solicitation told a parent or adult.
- Crimes Against Children Research Center

One in 33 youth received an aggressive sexual solicitation in the past year.
This means a predator asked a young person to meet somewhere, called a young
person on the phone, and/or sent the young person correspondence, money, or
gifts through the U.S. Postal Service.

- Your Internet Safety Survey

77% of the targets for online predators were age 14 or older. Another 22% were
users ages 10 to 13.
- Crimes Against Children Research Center

http://www.sentrypc.com/statistics.htm
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SNS users younger than overall internet population

The proportion of age groups in the SNS population compared to its representation in the overall
internet population for 2005 and 2009. For instance, in 2009, 18-24 year olds made up 28% of the

Bl gl netwaorking population but only 16% of the internet using population, a difference of 12%.
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Source: http://lwww.pewinternet.org/Infographics/The-Future-of-the-Internet-lll.aspx




How do we help
th
In 2020, our 4 A them navigate this

and 5" graders s
will be in their new reality

second year of
university.

Source: http://lwww.pewinternet.org/Infographics/The-Future-of-the-Internet-lll.aspx



Social INetworking Sites

Have an account?

W"‘ Share and discover what's happening
right now, anywhere in the world.

See what people are saying about... Join the conversation

Search

Mark McGwire Glee Fox News Shorty Award #PleaseExplainWhy
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Social INetworking On Sites Used 5y Young Chilare

00master00
Bailes1101
Big Fin 50
Bigo997
Bloberhead
Bobmorane
Boodle Mcchu

Boyir

Friends
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rHow DOES Social INetworking WorK?

/= Facebook | Home - Internet Explorer provided by Dell

& http:/fwww.facebook.com/home.php? X

File Edit Wiew Favorites Tocls Help

S afe %|?]E—E Facebook | Home % [@WeicometoTabbedﬂmw... | l o~ > = v [i2 Page > {J Tools = .

fachUDk Home Profile Friends Inbox 2 Jacob Tanenbaum Settings Logout

Requests Se= Al

You may want to upgrade your browser. dose &5 6 fiendrequests 44 1 group invitation

‘You're using an old version of Internet Explorer to browse Facebook right now, Facebook will work better for you if you upgrade or - 1 jewish food &} 9 other requests
switch to another browser, request

Upgrade to Internet Explorer 8
Switch to Firefox Suggestions
Switch to Safari . i
Switch to Google Chrome B Bill Francis
= 5, Add as friend

EE] News Feed i i
 News Foad v et © —

_& Status Updates 4 Jq, Add as friend
WA o p
B | What's on your mind?

1] Links Jeff Branzburg While watching the Jets, just enjoyed a double Talisker's il

More courtesy of my excellent son and daughter-in-law Paul Branzburg and McAfee and Facebook
Melissa Branzburg To celebrate our new

= i . § | partnership, fans can
Yesterday et 5:37pm - Comment - Like W/ McAfee’ donnisad = tomplimentary

2 - : g B-month subscription to

Paul Branzburg Glad you enjoyed it- I enjoyed the Jets win! 'm EACEROOR McAfee Internet Security.
Yesterday at 8:02pm B SECURITY Act now.

27,614 people are fans of McAfee,

x& Become a Fan

Write a comment...

Jeff Branzburg became a fan of Hawaii Technology Academy.

Connect With Friends
%:l, 3 hours ago * Become a Fan

m Invite friends to join Facebook.

- i i @} To find people you know who are already using
}::q Simon Tanenbaum that is my jazzzy spazzy Facebook, chedk out the Friend Finder,

Mobile Uploads To connect with friends on the go, check out
Jasmin Facebook for your mobile phone.

wmhm S S :1. -

Done & Internet | Protected Mode: Off




rHow DOES Social INetworking WorK?
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Privacy Settings

But You Mus: r
nas vvisely

Home Profile Friends Inbox 4 Jacob Tanenb

Profile Information
Control who can see your profile and who can post to your Wall

Contact Information
Control who can contact you on Facebook and see your contact information and email

Applications and Websites
Control what information is available to Facebook-enhanced applications and websites

£ Farwhook | Privacy Semsings - [mermes Exploear o

Search B
Control who can see your search result on Facebookggs
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Create your own website for FREE!

Looking to make a free website?! Use our easy website builder to create a personal, group, or small business website.
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.- and what are they aoing with the cameras that Vi
GAVE THEM?




What Snhould Parents Do

e Make EACH site your children use as safe as possible

e WATCH what your children do. Check on them frequently.
Make sure they are on sites you are feel are appropriate

for lengths of time you feel are appropriate
at times you feel are appropriate.

e JOIN them on their internet sites from time to time




What Snhould Parents Do

e ASK them to show you who their friends are and to tell you
about each of them.

e Ask for and use ALL their passwords and accounts on
websites.

e Use an INTERNET FILTER to keep them off the worst sites,
but DON'T RELY ON IT ALONE!

e Teach your children how to use the internet safely.




What Shouid Parents leacn

Friends are people you know FACE TO FACE.
Do not post photos of YOU OR YOUR FRIENDS.

Remember that ANY photos you post or send can become
public.

Do not post personal information about you or your friends
anywhere at any time. Itis NEVER SAFE.

What you say can often become public.




What Shouid Parents leacn

e Never say hurtful things about anyone on the internet.
e If you are being bullied on the internet TELL AN ADULT.

e If you are being approached by someone on the internet, TELL
AN ADULT.

e |f something does not feel right, TELL AN ADULT

e What you read on the internet is often not accurate.

e NEVER meet anyone from the internet in person.




What Shouid Parents Wwatch For?

Children spending large amounts of time alone on-line
Children who are socializing on-line at odd hours.

Children who switch off the screen the moment you walk in
the room.

Children who talk about on-line friends that you have never
heard of.




What Shouid Parents Wwatch For?

e |f you become aware that your child is writing or posting
inappropriate words or images of people on the internet. This
IS cyberbullying.

e If you become aware that your child is being bullied.

e If you become aware that your child is being approached
iInappropriately by people on-line.
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rFinding ana Working Witn rFiiters

There are many places around the internet to get filters for your
family. The first two links are for programs that you pay for. K9 is
a free program and it is what | use at home.

ewww.netnanny.com
ewww.cyberpatrol.com
ewww.k9webprotection.com

eYour internet router may also offer some basic filter and
scheduling capabilities.
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Using and Conifiguring an internet Fiiter:

one Example

@ Default Programs
E Internet Explorer
@ MNotebook Interactive Viewer
Windows Calendar
¥4 Windows Defender
(B Windows Mail
Windows Media Player [
n Windows Movie Maker |

|| Accessories

L AVG Free80

1y BIC-250 Series

1. Blue Coat K3 Web Protection

@ Blue Coat K9 Web Protection Admin

ﬁ Uninstall B gy, o e oot ko Wen F'rotectinn Admin
. Celestia Location: kdfilter (C:\Program Files\Blue Coat K9 Web Protection)

Documents

Pictures

Music

m

Games

Cosmi Recent Items k
| Dana by AlphaSmart
. EA GAMES Computer

|, Electronic Arts

|/ Extras and Upgrades
.| Finale MotePad 2008
.| FlightGear+0.9.10
L. Games

Metwaork

Connect To

trol Panel
1 GameSpy Arcade =

L GIMP

L Google Chrome

Help and Support

| Google Earth Run...
| Google SketchUp &
| Google Updater

L0 iTunes

L. Maintenance

. Majestic Chess

L Maxis

Microsoft Games




£3 K3 Web Protection Admi...

C || ¢ hitp://127.0.0.1:2372/ > O~ &~
[ CustomizeLinks [ homework [ wwwyoutubecom [J]] Mafia Wars on Face.. [ Facebook | Home @) Watch Road to the ... » [ Other bookmarks

K9 Web Protection Administration

) HOME !'; VIEW INTERNET ACTIVITY 2

I =
al €3 GETHELP

i

a You are protected by K9 Web Protection!

View Internet Activity Setup Get Help

Display bloded Web sites ' Customize the way K2 filters View support and feedback
and other Internet events on the Internet on your options for KB Web

your computes. computer: protecticn.

Copyright 8 2008-2008 Blue Coat Systems, Inc All Rights Resenved.

http: /127 .0,03:337 2% 8

5 Computer 1 ment - Paint | % KO Web Protection ...



3 K9 Web Protection Admi...

C | iy htip://127.001:2372/ P OG- F-

[0 customize Links (] homework [ ) www.youtube.com [J]] Mafia Wars on Face.. [ Facebook | Home (2 Watch Road to the .., ?  [C] Other bookmarks

@ You must log in to continue.

Log in using your K8 administrator password.

]

Forgot Password W 0K x Cancel

- =P EYE S Fé Computer \Fsetup - Pamt £ K9 Web Protection ... « BN W T 1200 M



&3 K9 Web Protection Admi...

C ¢ http://127.0.0.1:2372/categories?sid=966 P G~ &~

m Custornize Links [ ] homework [ www.youtube.com m Mafia Wars on Face... ] Facebook |Home () Watch Road to the ... ? [ Other bookmarks
. I

ey HOME L&, VIEW INTERNET ACTIVITY {3 GeTHELP

> V4

N @/ Web Categories to Block g

L ¥

Set the categories you want to block or allow. More Help...

! . : High Protects agsinst all default-level categories, plus chet, newsgroup and unrated sites.
&,l \Web Categories to Block ! ; : . i ; ;
) Default Protects against all adult content, sscurity threats, illegsl sctivity, sexually-relsted sites and cnline
Time Restrictions ) PRI e s
! ; () Moderate Proteck agsinst all sdult content, security threats and illegsl activity
[’Weh Site Exceptions ey i ;
) Minimal Protects against pornography and sscurity threats

._"D Blocking Effects - Monitor  Allows sll categories - only legs traffic E
15 URL Keywords © Custom  selectyour own set of categories to block.
% PR ey Place a check next to the categories you wish to block. [Click categony nalTﬁbeﬁ- E'If’ﬂl' ptiﬁrﬂkk All
rﬁ] Paivontitim Commonly Blocked Categories
& K9 Update Fl Abortion @] llegal Dirugs V] FParnography

[¥] Adult / Mature Content @] Intimate Apparel / @] Proxy Avoidance

Swimsuit
¥ atternative Sexuality / ™ LeBT [C1 sex Education 3
Lifestyles
™1 atternative Spirituality / Nudity ™ sacial Metworking
Dccult
[ Extreame ] Open Image / Media ] Spyware / Malware
Search Sources

] Gambling [l FPeer-to-Feer (F2F) 4 Spyware Effects

] Hacking [¥] Personals / Dating ] Suspicious

] lllegal / Questionable Fhishing il Wiolence / Hate / Racism

oA Block At

Other Categories

= Alcohol [ Health il Remote Access Tools

[ Arts [ Entertainment [ Humar / Jokes [ Restaurants ! Dining / _ =

T £ ] 11:49 AM
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&3 K9 Web Protection Admi.. ~ W&s

€ 2 C vz http://127.00.1:2372/summary?sid=966 | O F=
E Customize Links [ homework [ www.youtube.com m Mafia Wars on Face.. [EJ Facebook |Home ) Watch Road to the ... ¥ [ Other bookmarks

L3

f&@ K9 Web Protection Administration

: - -
) HOME Y&, VIEW INTERNET ACTIVITY ¥ setue €3 cETHELP

m

% View Activity Summary

UIEES%E%NET This is a summary of Web activity on your computer. More Help. ..
Category Hit Summary General Hit Summary
i . . Category Heguests
T View Activity Summary © Games 933 URL Requests 564 =
'l, View Activity Detail & Search Engines / Portals 211 Local reguests 943
& Beference 457 Blocked by Category 47
& Streaming Media / MP3 384 Unrated 41
& Computers [/ Internet 683 DRETE Rated 0
2 Ars [ Entefdainment 260 DETE Unrated o
& News / Mediz 184 RS Rated 0
@ Content Senvers 75 RS Unrated o
& Email 23 !Svstem overrides 0
& Shopping 95 |
@ For Kids 06 IRec:ent Admin Events [view Al
& Education S5 [e—
@ Business / Economy gp BEKE Event
& Web Advertisements 56 qf?éz”:rﬂ Enabling filter
& Software Downloads 25 ,&_J 10
&% Humor / Jokes B0 _an- Enabling filter
: 12:00 PM
& Government / Legal a7 31-Dec-09 ,
& Society / Daily Living 10 11-22 AN Enabling filter
31-Dec-09 -
17-09 AM Enabling filter
SR I A PP R s ‘E%_HDEEUE Enablina filter !

W time? - PR T TEXAR MDA T B [T % M 11:55 AM




£3 K9 Web Protection Admi...

h HOME

X

&y Web Categories to Block
Time Restrictions

Ir Web Site Exceptions
EB Blocking Effects

['?-“‘@ URL Keywords
3,{% Advanced
" password/Email

/B K9 Update

http:/ /127 .0.0.1:237 2/ effectsTsid =066

K9 Web Protection Administration

C | ¥¢ http://127.0.0.1:2372/time?sid=966
E Customize Links [ homework [ ) www.youtube.com m] Mafia Wars on Face...

A

!IL_ VIEW INTERNET ACTIVITY % GET HELP

Time Restrictions

Select the times to allow or deny access to Web sites. More Help. ..
70 Unrestricted  Allow Web access at all times. Blocked categories are still enforced
) MightGuard™ Block Web access every evening, regardless of categony.
[@ Custom 5ot the times of day you want K8 to block Web access.

| Click to select or clear time slots in the grid below.

| Sun | Mon | Tue | Wed | Thu |

Facebook | Home € Watch Road tothe ...

> O £~

# [ Other bookmarks

12:00 AM | ' ‘ ' ' ‘

1:00 |

2:00 :

3:00 |

m

4:00 |

5:00 |

§:00 :

7:00 |

8:00 |

9:00 |

10:00 :

11:00 |

12:00 PM |

W1 Untitled - Paint N TECAR MEDIA (1)




&3 K9 Web Protection Admi..,

&/ Web Categories to Block
@I Time Restrictions

19 Web Site Exceptions
[B Blocking Effects

5 URL Keywords

ﬁ Advanced

ﬂ Password/Email

/B K9 Update

C | v¢ http//127.0,0.1:2372/time?sid=966

[0 Customize Links [ homework [ www.youtube.com [J]] Mafia Wars on Face...

m Select the times to allow or deny access to Web sites.  More Help. ..

E] Facebook | Home (' Watch Road to the ...

(7 Unresfricted  &llow Web scosss st sll times. Blocked categonies are still enforced.

o

':'-_-' MightGuard™ Blodk Web acoess every evening, regardless of category.
/@ Custom Set the times of day you want K9 to block Web access.

Click to select or clear time slots in the grid below,

| Sum | Mon | Twe | Wed | Thu |  Fri

% Save

x Cancel

b | B Fr
(T Other bookmarks |

F

time - Paint




@ Category Blocked

FILTERING ALERT The site you tried to visit belongs to a category that your computer is set to block.

.. Go Back
Return to the previous page.
-

You may also choose from the following administrative options:

7 Allow This Site ‘& Allow This Category
) Allow access to hitp/iwww.sex.com Allow access to Web sites mtaed as

| for15 minutes 3 | F'amagraphy[ for 16 minutes | ¢ |

/B Request Site Review i/ Change Your Settings

To enter Supervisor Mode, which allows all Web access, go to the Advanced Pa

Blue$Coat

Caopynght & 2006-2008 Blue Coat Systems, Inc. All Rights Reserved,




What Are Your Thoughts?




